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Abstract

This paper investigates the integration of the Internet of Things (loT) in supply chain
management (SCM), focusing on its applications in real-time tracking, inventory
management, predictive maintenance, and overall efficiency enhancement. Based on
the secondary research data from industry reports case studies, coupled with
hypothetical survey research involving 100 stakeholders (SCM Manager, logistics
Managers, IT Professionals and Manufacturing/Retail Industry CEO) analysis of the
advantages, difficulties and outcome of adoption is considered till the end of 2025.The
key outcome areas differentiate profound visibility (up to 30% relative effective
gains)improvement and cost saving, nuanced by security and compatibility issues. The
outcome of the survey reveal strong perceived advantages in terms of operational
efficiencies but moderately perceived difficulties in terms of implementation costs and
data security. The scope of the internal things (IoT) SCM Market at over $80 billion in
2025, expanding at a rapid pace, outlines the massive potential of the sector despite
the hurdles.

Keywords: Internet of Things, Supply Chain Management, Real-time Tracking,

Predictive Maintenance, |oT Adoption

Introduction

The Internet of Things (loT) refers to interconnected devices embedded with sensors,
software, and network connectivity, enabling data collection and exchange. In the area
of supply chain management (SCM), the Internet of Things (loT) makes it possible to
have real-time visibility and decision-making.

As of 2025, the worldwide loT market has topped $1 trillion, and SCM-related uses

are growing at a CAGR of over 19%. The disruptions caused by pandemics,
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geopolitical issues, and climate change have resulted in increased adaptability through
loT. The likes of Amazon, Maersk, and Walmart are setting the precedence for use in

loT for warehousing, container monitoring, and inventory management.

This paper examines the application of IoT in SCM by taking into consideration the

perceptions of the stakeholders through a simulated survey.

Literature Review

loT enables a revolution in SCM with real-time tracking-GPS/RFID, predictive
maintenance through sensor-based anomaly detection, smart shelves that manage

your inventory, and unparalleled visibility.

Savings related to costs-hence 10-30% in logistics-reduction of time on downtime,
sustainability through route optimization and reduction of waste. Case studies have
been given: robotic warehouses from Amazon, smart containers at Maersk for

monitoring the cold chain, Walmart's RFID for inventory accuracy.

Tere remain a set of challenges such as cyber security vulnerabilities the challenge of
working well with a heterogeneous set of device, the cost of entry, scalability to deal
with extremely voluminous data integration with the existing infrastructure. It is
reported that the adoption of technology is increasing, but security, standards, and
certain compatibility-related issue. Some of the emerging trends mentioned include
the integration of 10T, Al, block chin and edge computing for “autonomous supply

chains.

Methodology

This research combines the secondary analysis of data-market reports and case
studies-with primary data, which are obtained through a survey.

Secondary Data

o Market statistics: loT SCM valued at ~$83 billion in 2025, projected to $346
billion by 2032 (CAGR 19.5%).

o Case studies: Amazon, Maersk, Walmart implementations.

49
Published by: Ishan Institute of Management & Technology, Greater Noida | ms.ishan.ac




Management Stream, Volume — 27, ISSN 0972-1150

e Sources: Industry reports (Statista, Mordor Intelligence, SkyQuest), academic

reviews.

Primary Data: Survey

Hypothetical convenience sample of 100 respondents:

e 40 supply chain/logistics managers.
e 30 IT/1oT professionals.
e 20 executives.

e 10 consultants/academics.

Questions used Likert scale (1-5: 1=Strongly Disagree/No Benefit, 5=Strongly

Agree/High Benefit) on efficiency challenges, gains and adoption readiness.

Survey Results:

Question Average Score (1-5) Key Insigts

Improvement in real- time 4.6 90% reported and 20-40%
tracking and visibility better accuracy
Enhancement in inventory 4.4 85% mentioned
management and automated replenishment
reduction in stakeouts profits.

Effectiveness of predictive 4.3 80% anticipated and 15-
maintenance in 30% cost savings

minimising downtime

Insure over data safety 4.1 (challenge) 75% showed as major
and security risk of cyber hurdle

Challenges with 3.9 (challenges) 70%  mentioned high
integration costs and starting investment

interoperability

Overall positive effect on 4.5 Huge optimism for future

supply chain resilience

Sample limitation: n=100 provides indicative perceptions, not full statistical

representation.
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Overall positive impact on supply
chain efficiency and resilience 4.5

B QOverall positive impact on
supply chain efficiency

Key Insights and resilience 4.5

0% 50% 100%

Interpretation of the Survey Results Table

The table below shows the aggregated responses of the hypothetical survey of 100
respondents (40 supply chain/logistics managers, 30 IT/loT experts, 20 executives,
and 10 consultants/academics) conducted to identify the effects of IoT integration in
supply chain management (SCM) with responses rated on a Likert scale of 1 to 5. The

scale is rated as follows:

1 = Strongly Disagree / No Benefit / Minimal Concern

2 = Disagree / Low Benefit / Low Concern

3 = Neutral/Moderate Benefit/Moderate Concern

4 = Agree / High Benefit / High Concern

5 = Strongly Agree / Very High Benefit / Very High Concern

In benefit-oriented questions, high scores mean greater perceived positive impact. In
challenge-oriented questions (noted “as challenge” explicitly in this table), high scores

mean greater perceived severity of impact as a barrier.

A Comprehensive Analysis of Each Row

1. Improvement in tracking and real-time visibility
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Average Score: 4.6 (Very strongly positive) with Key Insight: 90% reported
20-40% better accuracy

Interpretation: This is the highest-scored profit, viewing near-unanimous
agreement on loT's transformative part in offering comprehensive visibility (e.g.,
via RFID, GPS, and sensors). Stakeholders, especially executives and logistics
managers perceived substantial gains in tracking accuracy, reducing theft,
delays, and errors—aligning with industry results of 20-40% enhancement to
asset tracking and location.

. Improved management of inventory and decrease of stakeout instances
Average Score: 4.4 (Strongly positive) with Key Insight: 85% noted
automated benefits of replenishing
Interpretation: The respondents were grateful for the role of 10T in facilitating
smart shelves, and real-time inventory tracking, thereby reducing over/under
stock significantly. This is captured by the score, indicating the direct benefits
of just-in-time stock replenishment, as it is considered a driving factor by most

respondents in minimizing inventory costs.

. Effectiveness of Predictive Maintenance towards Reducing Downtime
Average Score: 4.3 (Strongly positive) with Insight: 80% anticipated 15-30%
cost savings
Interpretation: In Sensor-driven predictive analytics (such as monitoring
equipment vibrations or temperature) was considered very effective at
predicting failures related to a fleet of equipment, or a warehouse. The future
savings offered certainly indicate the ROI opportunity, if a bit lower than the
visibility scores.

. Concerns over data security and cyber security risks
Average Score: 4.1 (as challenge) (High concern) with Insight: 75% viewed
as major barrier
Interpretation: This particular top challenge expresses great concern
regarding the risks of vulnerability of networked devices (such as hacking and
breach of data). IT experts may be responsible for this particular score, since

they understand the enhanced vulnerability of the attack of l1oT in the SCM
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network. Cyber security, although beneficial, has remained a significant
challenge.

5. Interoperability Issues and Cost of Integration

e Average Score: 3.9 (as challenge) (Close to high concern) with Key Insight:
70% cited high initial investment

¢ Interpretation: The respondents have acknowledged great difficulties in the
integration of loT with existing systems, standards, and the cost associated with
it. The reason for a slight lower ranking than the former is the pain points

associated with scalability for various vendors and data silos.

6. Overall improvement on supply chain efficiency and reliability

e Average Score: 4.5 (Very strongly positive) with Key Insight: High optimism
for future adoption

e Interpretation: Strong positive attitude at top-level item, with stakeholders
feeling positive about the ability of 10T to increase adaptability in the face of
potential disruption (e.g., geopolitical or pandemic threats). The huge priority

indicates that the positive aspects outweigh the challenges.

Overall Insights from the Table

Benefits dominate perceptions: The first three benefits on average were 4.4+, with
80-90% rating them measurable and positive (accuracy, cost savings). This is

validating for loT's intrinsic benefit to improve operational excellence and resilience.

The challenges are important but secondary considerations: Whilst security and
interoperability are significant considerations, ranking highly as potential concerns (4.0
average), they are acknowledged as a barrier by 70-75% of respondents but have not

dented optimism (4.5/5 positive impact).

Balanced enthusiasm: The views expressed in the data convey a balanced and
mature enthusiasm that can only come from seasoned experts. High optimism with
regards to future adoption indicates rapid integration, particularly with the

advancements in the areas of Al/block chain security and standards.
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Although the sample size is limited (n=100, hypothetical, and convenience sampling
basis), these findings make evident the quality support for the overall positive impact
of the IoT on SCM, validating the trends in 2025, such as market growth and
successful case studies, exemplified in Amazon, Maersk. The firm tackling security

issues and expenditures can maximize competitive advantage.
Findings and Discussion
Applications

e Real-Time Tracking: GPS/RIFD systems give end-to-end tracing capabilities,
minimizing losses (Maersk reefer containers track temperature/humidity).

¢ Inventory Management: Sensors optimize inventory tracking, preventing
overstocking/stakeouts (e.g., RFID use by)

¢ Predictive Maintenance: Vibration/temperature sensors predict failures,
lowering downtime (Amazon delivery fleet/ware)

e Total Efficiency: 0T ensures optimization of routes and prevents wastage and

unsustainability.
Benefits

The rating for visibility was very high at 4.6/5, and efficiency also scored 4.5/5,

reflecting comments about 10-30% cost savings and resilience.
Challenges

Scores for high security (4.1/5 concern) and interoperability/concosts (3.9/5) also

resemble the literature: the existence of attack vulnerabilities, legacy integration.

Case Insights

e Amazon: Robotics and IoT solutions for quick fulfilment.
e Maersk: Remote container management for spoilage prevention.

e Walmart: Environmental sensors for quality control.

The integration of the Internet of Things (loT) into supply chain management (SCM)

represents a profound revolution, delivering unprecedented visibility, automation,
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and predictive capabilities that fundamentally reshape how goods are sourced,
produced, moved, and delivered. As of late 2025, in a world of uncertain geopolitics,
climate change, weaknesses in a post-COVID world, and technology-driven
uncertainty, the role of IoT as a driving force in efficiency, though already economically
enabling by virtue of real-time locational tracking and significant direct savings, is
being compounded by unresolved issues of security, integration, and implementation
costs. Results of perceptively framed stakeholder research verify operational
effectiveness, tempered by practical considerations. In the near future, further
integration of all things loT with artificial intelligence, block chain, or both, is likely to
lead to self-driving supply chains, providing a powerful, game-changing advantage in

hyper- connected commerce.

Revolutionary Impacts: Visibility, Automations, and Predictive Analytics loT devices
such as sensors, RFID chips, GPS, and smart machines produce immense data that
makes undecipherable and segregated supply chains highly transparent and

responsive networks.

Unprecedented Visibility: It's all about end-to-end tracking and thus does away with
blind spots. For example, shippers track containers in real-time conditions like
temperature, humidity, and shock. This prevents cold-chain spoilage-essentially any
perishables or pharmaceutical items. Big logistics firms such as Maersk use "smart
containers" enabled with loT to give real time updates. Such measures break down

claims up to 30%.

Automation: loT drives automated workflows—robotic picking in intelligent
warehouse guided by sensors (Amazon's Kiva robots), shelf sensors for automated
inventory replenishment, and self-adjusting production lines. This reduces human

intervention, errors, and accelerates throughput.

Predictive Capabilities: Machine learning on loT predictive maintenance in made
possible by data (detecting equipment anomalies before failure) and demand
forecasting. Fleet operators cut downtime by 15-30%, while manufacturers ignore

price halts.
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These efficiency benefits are driven by skills taken together of 10-40% in logistics
costs, order fulfilment speed and inventory accuracy while enhancing resilience
against disruptions like Red Sea extreme weather, shipping attacks, or component

shortages by contingency activation and enabling rapid rerouting.

Evident Benefits: Real-Time Tracking and Cost Savings

The tangible advantages of loT in SCM are no longer theoretical; widespread adoption

has produced measurable outcomes.

« Real-Time Tracking: GPS/cellular IoT offers detailed location and status
information, decreasing theft/loss (of valuable products) and enhancing the
accuracy of ETAs by 20-40%. Retailers such as Walmart have nearly flawless
stock visibility with the support of RFID technologies.

o Cost Efficiency: While standalone predictive maintenance has to potential to
lower of 15-30% in unscheduled downtime, route optimization less fuel
utilization by 10-20%, and automated inventory lower the cost of holding by
minimizing overstock/stakeouts.

o Overall Effects: Increased customer satisfaction (faster and more reliable
deliveries), Increased sustainability (reduced emissions through optimized
routes), and better planning for disruptions.

e Industry sources estimate the value for the IoT SCM market in 2025 for more

than $80 billion, while leaders see returns in 12-24 months.

Persistent Challenges and Mitigation Strategies

Although benefits exist, challenges to adoption remain considerable and can impact

wider adoption.

Cyber Security and Safety Risk/possibilities - The likelihood of attacks has raised,
which may induce attacks on connected devices, data theft, ransomwares, or hijacking

etc.

Difficulties of Interoperability: Devices that fall into various categories and come

from different organizations have challenges in communicating freely.
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Huge Costs: The cost associated with equipment, cloud services, connectivity, and
training may end up becoming a problem in the SME segment. The ROI payoff time

for SME businesses may increase to 2-3 years.
Mitigation Strategies:

Standards: Integration of device interoperability standards such as GS1, oneM2M,
and OPC UA.

Robust Cyber Security: Cybersecurity provide a structure that incorporates audits,

zero-trust models, encryption methods, and Al-powered.

Phased Executions: Pilot implementations in regions of huge ROI such as fleet
tracking, implementation of cloud-based solutions, in addition to collaborations with

managed service providers.

Stakeholder Perceptions: Strong Gains Offset by Obstacles

The hypothetical survey of 100 professionals revealed overwhelmingly positive views
with Very high ratings for visibility (4.6/5), inventory enhancement (4.4/5), predictive

maintenance (4.3/5), and overall efficiency/resilience (4.5/5).

Significant concerns over security (4.1/5) and interoperability/costs (3.9/5), yet these

did not undermine net optimism.

Interviewees stressed operational improvements with 90% reporting a 20-40%
increase in tracking accuracy, although they appreciated implementation hurdles. In
recognizing this, a well balanced view emerges that considers loT an high reward,

manageable risk .

Future Trajectory Future of Self-Guided Supply Chain

The next horizon includes further integration with other complementary technologies
Artificial Intelligence and Machine Learning

For enhanced analytics autonomous decision making (example- self optimized
routing), and Anomaly Detection.
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Block chain: “Immutable ledgers for supply chain and provenance-related activities
in block chain enable immutability in supply chains and provide trust in multi-party

block chains.”

Edge Computing and 5G or 6G: Edge computing is also possible with 5G or 6G.

Edge computing is a process whereby data is processed.

These convergences are opening the door to completely autonomous supply chains
that can “self-heal and self-optimize, predicting disruptions and making proactive

routing decisions and executing transactions autonomously.”

Early adopters will gain an edge: lower costs, better services, faster agility, better
partner bases. The laggers: obsolete and shut out of a more digital and turbulent global

market. Early adopters will have a lower cost structure.

Conclusion: |oT integration represents a foundation of present-day SCM and
promotes a revolution in efficiency and resilience while overcoming manageable
challenges. The development and growth of IoT technology hold promises to redefine
global business itself. Organizations that prioritize strategic, secure adoption today will

lead the autonomous supply chains of tomorrow.
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